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ABSTRACT

For nonlinear multi-agent systems (MASs) vulnerable to stochastic dis-
turbances and cyber-physical attacks on both sensors and actuators, this
paper proposes an adaptive self-triggered consensus control framework
based on neural networks. By using a decentralized leader-follower event-
triggered strategy, the method avoids Zeno behavior and drastically
reduces communication overhead by updating local state estimates only
at designated triggering instants. An adaptive mechanism compensates
for actuator attacks, and a neural network is integrated to approximate
unknown nonlinear dynamics, thereby improving robustness against
malicious attacks and uncertainties. To ensure stability, a lower bound
on inter-event times is derived, and practical consensus is demonstrated
using Lyapunov-Krasovskii analysis. Both homogeneous and heteroge-
neous MASs’ numerical simulations confirm that the technique guaran-
tees bounded state convergence and reduces the impact of attacks.
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1 Introduction

With numerous applications in multi-agent formation, unmanned aerial vehicles [1], smart grids,
and regular monitoring [2], consensus control is a crucial problem in cooperative control. Rather, it
ensures that agents can collectively agree on a common position by interacting only with their local
neighbors [3]. Despite this, in practice, multi-agent systems (MASs) often converge to a bounded region
around the equilibrium point rather than a precise single state [4]. This is known as practical consensus
[5], and is most often caused by unknown system dynamics, physical constraints, communication noise,
or stochastic random effects [6]. Moreover, cyber-physical threats, such as cyber-physical attacks,
can undermine the reliability of multi-agent systems (MASs) [7]. Enemy attacks can intentionally
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interfere with data or command signals, resulting in erroneous or distorted local data exchanges [8].
Such attacks, when integrated with random communication noise, can severely undermine system
performance and potentially destabilize the network [9]. To address these issues, some efforts have
focused on developing distributed protocols and algorithms with more practical resilient [10], and
robust consensus performance tailored to more realistic system assumptions and weaker constraints
[11]. In recent years, considerable research has been conducted on the concept of event-triggered
control, which aims to reduce energy consumption [12]. Significant progress has been documented in
first-order, second-order, and even more general event-triggering frameworks for linear multi-agent
systems (MASs) [13]. For MASs with first-order dynamics, for example, self-triggered consensus
techniques have been put forth, where each agent updates its state by averaging the states of its
neighbors [14]. In these situations, input updates and the timing of information exchange are controlled
by event-triggered mechanisms [15]. Additionally, suggested a control update leader-follower control
strategy for MASs under directed communication. The control signal was also based on neighboring
states and was updated in a time-triggered way [16]. An adaptive event-triggered fault-tolerant control
for linear MASs was also developed, where the control relied solely on local neighbor interactions
and, as Zeno behavior was avoided, the system could run indefinitely without triggering a halt [17].
It is possible to design an adaptive event-triggered control algorithm by using online parameter
estimation [18].

Considerable progress has also been made on event-triggered consensus control for nonlinear
MASs. For instance, in [19], the collected-data problem of control for uncertain nonlinear systems was
investigated, and a co-design method [20] was developed that simultaneously determines event triggers
and feedback laws [21], a sliding mode based method was proposed to achieve desire equilibrium
respecting time consensus in networked Lagrangian systems to guaranty semi-global ultimate bound-
edness and output tracking consensus [22]. The problem becomes more complicated in the presence
of stochastic disturbances and cyber-physical attacks for the event-triggered mechanism [23]. Agents
can be misled and consensus performance can be degraded because random communication noise
may corrupt transmitted information, and adversaries can intentionally insert cyber-physical attacks
into the trigger and state exchange channels [24]. Thus, resilient event-triggered control strategies are
needed that cope with stochastic uncertainties and malicious data corruption to guarantee secure and
robust cooperation in practical MASs [25].

When it comes to directed interaction topology, the problem of event-triggered control for
nonlinear multi-agent systems (MASs) is still mostly unsolved, especially in the scenario of unknown
agents’ dynamic functions [26]. The authors of the reference address the fixed-time consensus problem
of nonlinear multi-agent systems (MASs) with uncertainties in [27], using an event-triggered method
that is limited to nonlinear dynamics with a known Lipschitz constant. The work in reference looked
into the leader-following event-triggered consensus problem for Lipschitz nonlinear MASs and, in
contrast to [28], did not require the prior knowledge of the Lipschitz constant [29]. There is no
doubt that adaptive fuzzy controllers can deal with the nonlinear dynamics of systems with unknown
parameters [30], few studies have examined fuzzy event-triggered consensus control, even though
fuzzy systems and neural networks have influenced many different strategies [31], to the author’s best
knowledge, there are no studies on adaptive event-triggered consensus control for MASs using neural
networks [32]. Adaptive fuzzy event-triggered control for a class of nonlinear multi-agent systems has
been studied using backstepping techniques, while reach equilibrium adaptive leader-following control
has been developed for multi-agent systems using back-stepping methods [33].

However, many practically relevant nonlinear systems, particularly when subjected to stochastic
disturbances or cyber attacks, cannot be rigorously demonstrated to satisfy the Lipschitz condition
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or the strict-feedback form [34], random communications noise corrupts triggering signals, whereas
cyber physical attacks would typically alter actual transmitted data among agents with the intent
of malicious trimming of triggering instants and depletion of consensus performance [35]. These
challenges indicate the need for adaptive, resilient, event-triggered strategies based on neural networks
and robust approximation techniques to ensure reliable consensus of nonlinear MASs with unknown
dynamics under stochastic uncertainties as well as under antagonistic attacks. The following is a
summary of this work’s primary contributions. To the best of the authors’ knowledge, this is the first
successful neural network-based adaptive control event-triggered consensus control methodology [36]
for nonlinear MASs under sensor saturation. Both homogeneous and heterogeneous agent dynamics
can benefit from the suggested method, which guarantees resilience to cyber-physical attacks and
robustness against stochastic communication disruptions. Additionally, the self-triggered approach
goes beyond traditional event-triggered control [37] by facilitating a distributed communication
pattern that improves networked systems’ security and energy efficiency. To effectively handle sensor
nonlinearities under stochastic uncertainties and adversarial data manipulation, this work adopts and
extends the convex hull procedure, which is typically used for actuator saturation, as opposed to the
conventional sector condition method that is frequently used to address sensor saturation.

The main contribution of the paper is as follows:

• For a wide class of nonlinear multi-agent systems (MASs) that are simultaneously subject to
stochastic disturbances, sensor saturation, and cyber-physical attacks on both sensors and actu-
ators, a novel neural-network-based resilient self-triggered consensus framework is developed. The
suggested framework greatly relaxes modeling assumptions by not requiring Lipschitz conditions,
strict-feedback structures, or known system nonlinearities, in contrast to the majority of existing
results.

• The consensus controller incorporates an adaptive neural network approximation mechanism to
estimate malicious attack signals and unknown nonlinear dynamics online. In contrast to previous
event-triggered consensus literature, the suggested NN-based compensation scheme ensures robust-
ness against adversarial data manipulation and stochastic uncertainties, as well as bounded weight
estimation errors.

• In order to effectively eliminate Zeno behavior and significantly reduce communication and com-
putation burden, a distributed self-triggered communication strategy is proposed that determines
triggering instants without continuous monitoring. The scheme is completely decentralized and
scalable because the triggering rule only relies on locally accessible data.

• To demonstrate that the closed-loop MAS achieves practical consensus with an explicitly charac-
terized ultimate bound even in the presence of stochastic disturbances and cyber-physical attacks, a
rigorous Lyapunov–Krasovskii-based stochastic stability analysis is established. An analytical lower
bound on inter-event times that is strictly positive is obtained.

• The proposed method’s generality and applicability are demonstrated by handling both homoge-
neous and heterogeneous nonlinear MASs within a single control framework. In contrast, a lot of
current methods are limited to homogeneous agent dynamics.

• Extensive simulation studies, including comparative analyses with baseline consensus techniques,
confirm that the suggested method achieves reduced communication frequency, enhanced resilience
to attacks, and faster convergence, underscoring its superiority in terms of security, efficiency, and
robustness.
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The Strategies Used

1. Section 1 introduces the consensus control problem of nonlinear multi-agent systems under
stochastic disturbances, sensor saturation, and cyber physical attacks, and motivates the need
for resilient control strategies.

2. In Section 2, the mathematical underpinnings are established, which include graph theory, a system
model with disturbances or attacks, control input design, and the assumptions or lemmas required
for the analysis.

3. The control strategy is developed in Section 3, stability proofs are given using Lyapunov theory,
and it is demonstrated that the suggested scheme achieves secure, robust, and Zeno-free practical
consensus.

4. In Section 4, validation of the theoretical results through simulations, showing that the proposed
scheme ensures robust and efficient consensus in both homogeneous and heterogeneous multi-
agent systems.

5. In Section 5, we sum up conclusions.

2 Preliminaries
2.1 Graph Theory

The directed graph F = (U , ζ ) is used in this study to model the communication topology among
agents. The sets of nodes and edges are represented by U and ζ ⊆ U×U . The corresponding adjacency
matrix is represented as B = (bij), where bii = 0 and bij = 1 if (i, j) ∈ ζ , meaning that agent i can receive
data from agent j; if not, bij = 0. These components are then used to define the Laplacian matrix L
associated with the graph.

Lij = −bij, i �= j,

and

Lii =
∑

j �=i

bij.

The graph agent is indexed as {1, 2, . . . , M}.
Assumption 1: There is a spanning tree in the directed graph F that represents the communication mode.

2.2 Problem Statement
The following equation controls each agent’s dynamics:

dsi(t) = [
ψ
(
si(t)

)+ ui(t) + ûa
i

]
dt + hi

(
si(t)

)
dWi(t), i = 1, . . . , M. (1)

The stochastic dynamics of the i-th agent in the multi-agent system is described by Eq. (1). ui(t)
indicates the control input intended to accomplish the intended coordination goal, whereas ψ(si(t))
represents the agent’s intrinsic nonlinear dynamics. The estimated compensation input that offsets
adversarial influences, like cyber-physical attacks, is represented by the additional term ûa

i . The term
hi(si(t)) dWi(t) represents the stochastic disturbance, where hi(si(t)) is the diffusion coefficient and
dWi(t) is the increment of a standard Wiener process. A thorough depiction of the system under
uncertainty and possible hostile attacks is thus provided by the state evolution of each agent, which
is driven by its intrinsic nonlinear dynamics, the control and compensation inputs that are designed,
and random environmental fluctuations.

https://www.scipedia.com/public/Du_et_al_2026 4

https://www.scipedia.com/public/Du_et_al_2026


J. Du, M. Zahid, A. U. K. Niazi, H. Louatit, N. Iqbal and M. M. A. Almazah,

Neural network-based resilient consensus control of nonlinear multi-agent

systems under stochastic disturbances and cyber-physical attacks,

Rev. int. métodos numér. cálc. diseño ing. (2026). Vol.42, (4), 107

The equation of control input is:

ui(t) = −Kk
i (t)ei(t) + vi(t) − ûa

i (t) − σiei, i = 1, . . . , M (2)

The feedback term −Kk
i (t)ei(t) ensures practical consensus among the agents and vi(t) is a

function of ši(t). The component ûa
i (t) enhances resilience against adversarial inputs by representing

the estimated impact of possible attacks or disturbances. By adding more robustness to the system,
the additional damping term −σiei is specifically introduced to lessen the impact of stochastic
disturbances. This term aids in maintaining stable formation tracking by lowering the variance of
the agent states in noisy environments. All things considered, the suggested controller combines
stochastic robustness, attack resilience, nonlinear compensation, and consensus enforcement into a
single framework.

ei(t) = ∑N

j=1 bij

(
ši(t)− ši

j(t)
)
, where ši(t) = si(τ

i
k), ši

j(t) = sj(τ
i
k), τ i

k ≤ t < τ i
k+1, and k is a positive

integer.

Note that τ 1
i , τ 2

i , τ 3
i , . . . is a sequence of monotonically increasing time instants with τ i

0 = 0, such
that τ i

k+1 > τ i
k, and τ i

k → ∞ while k → ∞. These represent the times when the event-triggered
condition is breached.

Remark 1: Four major parts make up the controller in Eq. (2). The feedback regulation mechanism
that pushes the agents toward practical consensus while managing feedback is provided by the first
term, −Kk

i (t) (ei(t)). Neural networks can be used to design the second term vi(t) which can be used in
Assumption 2, which compensates for the agent’s unknown nonlinear dynamics. By deducting an online
estimate of the adversarial input, the third term, −ûa

i (t), specifically addresses the impact of cyber-physical
attacks. Lastly, the damping term −σiei(t) improves robustness in noisy environments by reducing the
impact of stochastic disturbances.

Assumption 2: dsi(t) = (
ψ(si(t))+vd

i (t)+ua
i (t)

)
dt+hi(si(t)) dWi(t), describes the system dynamics in the

presence of stochastic disturbances and cyber physical attacks. Where hi(si), dWi(t) models the stochastic
disturbance, ua

i (t) represents the cyber physical attack signal, and vd
i (t) indicates the ideal control input. It

is assumed that even in the presence of stochastic disturbances and attacks, the system is still controllable
and input-to-state linearizable.

Remark 2: The existence of an optimal control input vd
i (t) that offsets the unknown nonlinear dynamics

ψ(si(t)) is guaranteed by Assumption 2. Consequently, the closed-loop system

dsi(t) = (
ψ(si(t)) dt + vd

i (t) + ua
i (t)

)
dt + hi(si(t)) dWi(t) (3)

remains stable despite stochastic disturbances hi(si)dWi(t) and cyber physical attacks ua
i (t). The nonlinear

dynamics in this context can be expressed in a linear input-to-state form as follows: dsi(t) = (
Asi(t) +

ua
i (t)

)
dt + hi(si(t)) Wi(t), Hurwitz matrix [38] is represented by A. The same matrix may be applied

to all agents, regardless of whether their intrinsic dynamics differ, because A is freely assignable. This
characteristic ensures that the suggested control framework is robust against adversarial inputs and
stochastic uncertainties, and that it is still applicable to both homogeneous and heterogeneous multi-agent
systems.

Remark 3: [39] The event-triggered consensus control of nonlinear MASs requires that the system’s
nonlinear dynamics meet the Lipschitz condition or more stringent structural inequalities. This paper, on
the other hand, significantly loosens the modeling assumptions by requiring the feedback linearization
[40]. The suggested method enriches the study of event-triggered consensus control for nonlinear MASs
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by imposing no structural constraints, in contrast to fuzzy-based approaches [41] that require lower
triangular structures.

The vd
i (t) cannot be directly designed in Assumption 2 since the ψ(si(t)) is unknown and further

corrupted by both stochastic disturbances and cyber physical attacks. A neural network (NN) is used as an
adaptive approach to overcome this difficulty. The NN builds computational models with nodes connected
by weighted edges and each node having an activation function, drawing inspiration from the information-
processing power of human neurons. Sigmoid, ReLU, and hyperbolic tangent are examples of common
activation functions; the latter is employed in this investigation. The NN’s memory is represented by the
weighted interconnections, and the weights, activation functions, and network connectivity all affect the
output. This feature enables the NN to approximate unknown nonlinear dynamics even when adversarial
signals and stochastic fluctuations are present. Therefore, the equation of vd

i (t) is as follows:

vd
i (t) = MT

vid
qv(s̄i(t)) + εvi(si(t)), (4)

Mvid ∈ R
l×m represents the ideal weight matrix that relate to vd

i (t), qv(s̄i(t)) ∈ R
l is the activation function

vector, s̄i = HT
v si(t) and Hv ∈ R

m×l is the input-layer weight matrix, and εd
vi(si(t)) ∈ R

m is the NN
reconstruction error. Thus, the NN approximation ensures the resilience of the consensus protocol for
both homogeneous and heterogeneous multi-agent systems by offering a strong mechanism to estimate
the optimal control input under stochastic disturbances and malevolent attacks.

Assumption 3: Even when stochastic disturbances and cyber physical attacks are present, the activation
function qv(ō) of the NN is Lipschitz continuous on a bounded set �o ⊂ R

m. In particular, for each
o1, o2 ∈ �o, there exists a constant Lqv > 0 such that ‖qv(ō1) − qv(ō2)‖ ≤ Lqv ‖o1 − o2‖, where ō = HT

v o,
ō1 = HT

v o1, and ō2 = HT
v o2, where Hv is the NN input-layer weight matrix. The NN approximation is

guaranteed to stay stable in the face of adversarial data manipulation and stochastic perturbations thanks
to the bounded Lipschitz continuity.

Assumption 4: Even in the face of cyber physical attacks and stochastic disturbances, Mv is the target
weight matrix, qv(·) is the function of activation, and εv(·) is the mistake of the neural network, which is
bounded in upper and has in compact form. In particular,

‖Mv‖ ≤ Mv,max, ‖qv(·)‖ ≤ qv,max, ‖εv(·)‖ ≤ εv,max,

AS Mv,max, qv,max, and εv,max, these constant have positive value. The robustness of the consensus protocol
under adversarial data manipulation and stochastic perturbations depends on these bounds, which ensure
that the NN approximation stays uniformly bounded.

Definition 1: [15] The Eq. (1) reach consensus if ε is positive, and control input Eq. (2) and time T ≥ 0
depending on ε and initial conditions si(t0) for all i = 1, 2, . . . such that ‖si(t) − sj(t)‖ ≤ ε, ∀t ≥
t0 + T , ∀i, j = 1, 2, . . . Let A denote the set of all m × m diagonal matrices whose diagonal entries are
either 0 or 1. The set A contains exactly 2m such matrices, denoted as Ai, where i = 1, 2, . . . , 2m.

Lemma 1: [37] Let u, v ∈ R
m with u = [u1, u2, . . . , um]T and v = [v1, v2, . . . , vm]T. Suppose that |vi| ≤ 1

holds for all i ∈ {1, 2, . . . , m}. Then, the following relation holds:

u ∈ co {Aiu + (I − Ai)v : i ∈ {1, 2, . . . , 2m}} , (5)

in which Ai ∈ A, and co{·} denotes the minimal convex set. The estimation of error is s̃i(t) =
si(t) − ši(t). The following lemma will be useful in the subsequent analysis.
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Lemma 2: [33] Suppose that g(si(t)) : �s → R
m represents a continuous function defined in a bounded

set, where si(t) ∈ �s ⊂ R
m. Whereas, using constant weights and an event-triggered activation function,

a single-layer neural network (NN) can approximate g(si(t)) so that

g(si(t)) = MTq
(
ši(t)

)+ ε
(
ši(t), s̃i(t)

)
, (6)

where M ∈ R
l×m denotes the weight matrix of the target neural network, q(ši(t)) ∈ R

l represents the
bounded event-driven activation function, and ε(ši(t), s̃i) is the approximation error.

According to Lemma 2, the control input

vi(t) = M̂T
vi
(t) qv

(¯̌si(t)
)
, τ i

k ≤ t < τ i
k+1, (7)

where M̂vi(t) ∈ R
l×m denotes the estimated NN weight matrix, initialized arbitrarily at M̂vi(0), and

qv(
¯̌si(t)) ∈ R

l is the event-triggered activation function. Here, the NN input is defined as ¯̌si(t) = HT
v ši(t).

For notational convenience, we let si = si(t), s+
i = si(t+), M̂vi = M̂vi(t), M̂+

vi
= M̂vi(t

+), and Ki
k = Ki

k(t)
in the following content. During the inter-event intervals τ i

k ≤ t < τ i
k+1, the estimated NN weights

remain constant:

dM̂vi(t) = 0 · dt + hi(si(t) dWi(t), τ k
i ≤ t < τ k+1

i (8)

At each event-triggered instant t = τ i
k, the weight update law is defined as

M̂+
vi = M̂vi − αv

c + ‖s̃i‖2
qv(s̄i)

(
s̃i + ηi + as

i

)T
L − κM̂vi + hi(si(t)) dWi(t), (9)

where αv, c, and κ are positive design parameters. Let αv > 0 be the neural network, which can be
chosen randomly. The constant c ≥ 1

4
, the matrix L ∈ R

m×m can also be selected arbitrarily, and

κ ∈
(

0,
1
2

)
is a positive constant. Next, the error in weight estimation is defined as M̃vi = Mv − M̂vi,

where ηi represents the stochastic disturbance. as
i is the injected false data signal, hi(si(t)), dWi(t) model

stochastic diffusion in the weight update. Whose dynamics are given by⎧⎨
⎩

dM̃vi(t) = − hi(si(t)) dWi(t), τ k
i ≤ t < τ k+1

i ,

M̃+
vi = M̃vi + αv χi qv(x̄i)

(
s̃i + ηi + as

i

)�
L + κ Ŵvi, t = τ k

i ,
(10)

where χi = 1
c + ‖s̃i‖2

. The closed-loop system dynamics during the inter-event interval τ i
k ≤ t < τ i

k+1

are expressed as

dsi =
(
ψ(si) + M̂�

vi qv(ši) − Kk
i (ei)

)
dt + hi(si(t)) dWi(t), τ k

i ≤ t < τ k+1
i . (11)

The desired control term vd
i , we get

dsi = (
ψ(si) + M̂�

vi
qv

(¯̌si

)+ vd
i − vd

i − Ki
kei

)
dt + hi(si(t)) dWi(t), τ i

k ≤ t < τ i
k+1, (12)

therefore

dsi = (
Asi + Ŵ T

v qv(s̄i) − W T
v qv(s̄i) − εv(si) − Kk

i (ei)
)
dt + hi(si(t)) dWi(t), τ i

k ≤ t < τ i
k+1 (13)
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Using the relation Mv = M̃vi + M̂vi, the overall closed-loop dynamics, the state behavior at event-
triggered moments, and the error dynamics of the weight estimates are described for τ i

k ≤ t < τ i
k+1.⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

dsi =
[
Asi −

(
M̃�

vi qv(s̄i) + εv(si)
)+ M̂�

vi qv(
¯̌si ) − M̂�

vi qv( s̄i ) − Kk
i

(
ei

)+ (ua
i − ûa

i )
]
dt

+hi(si(t)) dWi(t),

dši = 0, (zero-order hold between events)

dM̂vi = 0, (weight frozen between events)

(14)

At the event-triggered instant t = τ i
k, the system undergoes discrete updates given by:⎧⎪⎪⎨

⎪⎪⎩
s+

i = si,

š+
i = si + ηi + as

i ,

M̃+
vi = M̃vi + αvχi qv

(
s̄i

) (
s̃i

)�
L + κM̂vi

(15)

The corresponding jump dynamics are as follows⎧⎪⎪⎨
⎪⎪⎩

�si = s+
i − si = 0,

�ši = š+
i − ši = s̃i = s̃i + ηi + as

i ,

�M̃vi = M̃+
vi − M̃vi = αv χi qv

(
s̄i

) (
s̃i

)�
L + κ M̂vi

(16)

The event-triggering condition is defined as

τ k+1
i = inf

t>τk
i

⎧⎪⎪⎨
⎪⎪⎩t

∣∣∣∣∣∣∣∣
‖s̃i‖ = 1

Lq ‖M̂vi‖
(

qmin


4‖P‖ ‖si‖ − Kk
i ‖ei‖ Amax + ς

‖P‖ + �i

)
,

and ‖si‖ ≥ Bmax
x

⎫⎪⎪⎬
⎪⎪⎭ , (17)

where P, Q ∈ R
m×m are symmetric positive definite matrices satisfying ATP + PA = −Q, qmin is the

minimum eigenvalue of Q, 0 < 
 < 1, and Amax = max(‖Al + (In − Al)H‖), with H ∈ R
m×m, ς > 0,

and Bmax
s is the expected bound of ‖si‖. The step function Ki

k is defined as:⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

K̇ i
k = 0, τ k

i ≤ t < τ k+1
i ,

Ki+
k ≤ min

{
Kmax

i ,
qmin 
 ‖si‖

4Amax ‖P‖ ‖ei‖ + �i + ε
)
}

, t = τ k+1
i ,

Ki
k ≥ 0

(18)

The region for i is defined as:

M(H)[i] := {si :

(∥∥∥∥∥H
N∑

j=1

bij(ši − šj)

∥∥∥∥∥
∞

≤ 1

}
(19)
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And the overall unsaturated region for the network is:

M(H) := {
s ∈ R

mM :‖(IM ⊗ H)(L ⊗ Im) s‖∞ ≤ 1
}

(20)

where s = [sT
1 , . . . , sT

N]T ∈ R
mM , L is the Laplacian matrix of the communication graph, and ⊗ denotes

the Kronecker product.

Definition 2: The value of Γ > 0 and a positive definite matrix P > 0 define the Lyapunov function can-
didate as Ṽ(t) = sT

i Psi. The symmetric polyhedron is then denoted by F(P, Γ ) = {
s : sT(IM ⊗ P)s ≤ Γ

}
.

This set F(P, Γ ) is called a strictly invariant set of system of Eq. (1) if the following conditions hold:
dṼ(t) < 0, for τ i

k ≤ t < τ i
k+1, and ΔṼ(τ i

k) < 0, for all s ∈ ψ(P, Γ ) \ S(Bs
max), where

S(Bs
max) := {

s : ‖si‖ < Bs
max

}
.

Lemma 3: If there is a positive definite, continuously differentiable, and radially unbounded function
dV(s) defined on R

m such that dV(s) is negative definite in R
m, then the foundation is universally

ultimately balanced.

3 Main Results

This section will provide a self-triggered system that avoids Zeno behavior for a family of nonlinear
MASs with stochastic disturbance and cyber-physical attack based on a neural network.

Theorem 1: Suppose that the nonlinear MAS Eq. (1) with control inputs Eqs. (2) and (7), the event-
trigger condition 17, and the NN update rules Eqs. (8) and (9). Assume that F(P, 
) ⊂ M(H) and
Assumptions 1–4 hold. The MAS can reach practical agreement whenever the inter-event interval has a
strictly positive lower bound, represented by δτ i

k = τ i
k+1 − τ i

k > 0, for k = 0, 1, . . . , i = 1, 2, . . . , and the
system invariant region ψ(p, 
).

Proof: The proof has two sequential steps. First, we show that the norm ‖si‖ is an auxiliary variable
bound. In the second step, we demonstrate that this variable is itself limited and can be made small by
appropriately tuning the control constants.

Step 1: The Lyapunov function:

Vsi = sT
i Psi. (21)

For the time interval τ i
k ≤ t < τ i

k+1, the time derivative of Vsi is given by

dVsi =
[

− s�
i Qsi − 2

(
M̃�

vi qv(s̄i) + εv(si)
)�

Psi

+ 2
(

M̂�
vi qv(

¯̌si) − M̂�
vi qv(s̄i)

)�
Psi

− 2Kk
i (ei)

� Psi + 2
(
ua − ûa

)�
Psi

]
dt

+ 2 s�
i P hi(si(t)) dWi(t) (22)
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Using Lemma 1, the Frobenius norm, and the Cauchy–Schwarz inequality, we estimate the time
derivative of the Lyapunov function Vsi as follows:

dVsi ≤
[

− λmin(Q) ‖si‖2 + 2‖M̃vi‖ ‖qv(s̄i)‖ ‖Psi‖ + 2‖εv(si)‖ ‖Psi‖

+ 2
∥∥∥M̂�

vi qv(
¯̌si) − M̂�

vi qv(s̄i)

∥∥∥ ‖Psi‖

− 2Kk
i (ei)

� Psi + 2
(
ua − ûa

)�
Psi

]
dt

+ 2 s�
i P hi(si(t)) dWi(t) (23)

Applying the Lipschitz continuity Assumption 3 and Young’s inequality Eq. (23) to handle cross
terms, we obtain:

dVsi ≤
[

− qmin ‖si‖2 + qmin

2
‖si‖2 + 2

qmin

‖P‖2
( ‖M̃vi‖ qv,max + εv,max

)2

+ 2Lqv ‖M̂vi‖ ‖P‖ ‖si‖ ‖s̃i‖ + 2Kk
i Amax ‖ei‖ ‖P‖ ‖si‖

+ 2 ‖ua − ûa‖ ‖P‖ ‖si‖ +
]

dt + 2 s�
i P hi(si(t)) dWi(t). (24)

Using event-triggering condition (17), we derive the following

dVsi ≤
[

− c1
2
‖si‖2 + c2‖si‖‖M̃vi‖ + c4‖si‖

∥∥M̂�
vi qv(

¯̌si) − M̂�
vi qv(s̄i)

∥∥
− 2Kk

i (ei)
� Psi + 2 (ua − ûa)�Psi + c2

3
2c1

‖εv(si)‖2
]

dt

+ 2 s�
i P hi(si(t)) dWi(t). (25)

From inequality Eq. (25), it follows that V̇si < 0 whenever

‖si‖ >

(
8

q2
min(1 − 
)

‖P‖2(‖M̃vi‖qv,max + εv,max)
2 + 16

q2
min(1 − 
)2

ς 2

)1/2

= Bxi
1 .

At the triggering instant t = τ i
k, the jump in the Lyapunov function is:

�Vsi = s+T
i Ps+

i − sT
i Psi = 2sT

i P �si + �sT
i P �si (26)

From Eq. (15), we know that

�Vsi = 2s�
i P
(
ηi + as

i

)+ (
ηi + as

i

)�
P
(
ηi + as

i

)
. (27)

By Eqs. (25) and (27), we came to the conclusion that si(t) ultimately converges to the set.
{si : ‖si‖ ≤ Bsi

1 }. However, since Bsi
1 depends on the weight estimation error M̃vi , we now analyze

its boundedness.

Step 2: Consider the Lyapunov function for the NN weight estimation error:

VM̃vi
= vec(M̃vi)

Tvec(M̃vi) = tr(M̃T
vi

M̃vi). (28)

For τ i
k ≤ t < τ i

k+1, using (14), we have:

dM̃vi(t) = − hi(si(t)) dWi(t), τ k
i ≤ t < τ k+1

i . (29)
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At the event-triggering instant t = τ i
k, the jump in VM̃vi

becomes:

�VM̃vi = tr
{
(M̃+

vi )
�M̃+

vi

}− tr
{
M̃�

vi M̃vi

}
= 2αvχi tr

{
M̃�

vi qv(s̄i)
(
s̃i + ηi + ai

)�
L
}

+ 2κ tr{M̃�
vi M̂vi}

+ α2
v χ

2
i tr
{(

qv(s̄i)
(
s̃i + ηi + as

i

)�
L
)�(

qv(x̄i)
(
x̃i + ηi + as

i

)�
L
)}

+ 2αvχiκ tr
{(

qv(s̄i)
(
s̃i + ηi + as

i

)�
L
)�

M̂vi

}
+ κ2 tr{M̂�

vi M̂vi}.

(30)

From Eq. (15)

�VM̃vi = 2αvχi tr
{

M̃�
vi qv(s̄i)

(
s̃i + ηi + as

i

)�
L
}

+ 2κ tr{M̃�
vi (Mv − M̃vi)}

+ α2
v χ

2
i tr
{(

qv(s̄i)
(
s̃i + ηi + asi

)�
L
)�(

qv(s̄i)
(
s̃i + ηi + as

i

)�
L
)}

+ 2αvχiκ tr
{(

qv(s̄i)
(
s̃i + ηi + as

i

)�
L
)�

(Mv − M̃vi)
}

+ κ2 tr{(Mv − M̃vi)
�(Mv − M̃vi)}.

(31)

By replacing M̂vi = Mv − M̃vi, the derivative of the Lyapunov function becomes:

�VM̃vi = 2αvχi tr
(

M̃�
vi qv(s̄i) (s̃i + ηi + as

i)
�L
)

+ 2κ tr
(
M̃�

vi M̂vi

)
+ α2

v χ
2
i tr
([

qv(s̄i) (s̃i + ηi + as
i)

�L
]�[

qv(s̄i) (s̃i + ηi + as
i)

�L
])

+ 2αvχiκ tr
([

qv(s̄i) (s̃i + ηi + as
i)

�L
]�

M̂vi

)
+ κ2 tr

(
M̂�

vi M̂vi

)
.

(32)

From Assumption 4 and applying the Cauchy-Schwarz inequality, we obtain the following upper
bound:

�VM̃vi ≤ 2αvqv,maxχi ‖M̃vi‖ ‖L‖ ‖zi‖ + 2κ ‖M̃vi‖ ‖Mv‖ − 2κ ‖M̃vi‖2

+ α2
v χ

2
i q2

v,max ‖L‖2 ‖zi‖2 + 2αvχiκqv,max ‖L‖ ‖zi‖ ‖Mv‖
+ 2αvχiκqv,max ‖L‖ ‖zi‖ ‖M̃vi‖ + 2κ2 ‖M̃vi‖2 + 2κ2‖Mv‖2.

(33)

Considering that 0 < χi‖s̃i‖ ≤ 1 with c ≥ 0.25, and using Young’s inequality on the 2nd term, the
derivative of the Lyapunov function satisfies the following

�VM̃vi ≤ 2αvqv,maxχi ‖M̃vi‖ ‖L‖ ‖zi‖ + 2κ ‖M̃vi‖ ‖Mv‖ − 2κ ‖M̃vi‖2

+ α2
v χ

2
i q2

v,max‖L‖2‖zi‖2 + 2αvχiκqv,max‖L‖ ‖zi‖ ‖Mv‖
+ 2αvχiκqv,max‖L‖ ‖zi‖ ‖M̃vi‖ + 2κ2‖M̃vi‖2 + 2κ2‖Mv‖2

(34)
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where

BMv = 2 αv qv,max κ ‖L‖ Mv,max + (κ + 2κ2) M2
v,max + α2

v q2
v,max ‖L‖2. (35)

Define constants:

a1 = κ − 2κ2 > 0 for 0 < κ <
1
2

, a2 = 2αvqv,max(1 + κ)‖L‖.

Then, inequality Eq. (34) becomes:

�VM̃vi ≤ − a1 ‖M̃vi‖2 + a2 ‖M̃vi‖ + BMv (36)

By completing the square, we further obtain:

�VM̃vi ≤ −a1

2
‖M̃vi‖2 −

(√
a1

2
‖M̃vi‖ − a2√

2a1

)2

+ BMv
1 , (37)

where

BMv
1 = a2

2

2a1

+ BMv .

Thus, the Lyapunov function derivative is ultimately upper bounded by:

�VM̃vi ≤ −a1

2
‖M̃vi‖2 + BMv

1 . (38)

Consequently, from Eq. (38), �VM̃vi < 0 until ‖M̃vi‖ >

√
2B1

Mv
a1

= B1
M̃v

. By using of Lyapunov

theorem in Lemma 3, the constant T such that the NN weight approximation error is completely
bounded [42] for all t > T at triggered time instants or for all τ k

i > T , where T is a function
of T . This show that the system states si, i = 1, . . . , M, From Eqs. (29) and (38) error in weight
estimation is completely bounded. Specifically, the bound Bsi

1 for each state si will approach to Bs
max =

2

qmin

√
1 − 


‖P‖
(

BM̃v
1 qv,max + εv,max

)
, where 
, αv, κ, L, qv,max, and εv,max are design-tunable parameters.

Therefore, for any desired bound Bs
max, there exist a suitable control input 2 and a time T ≥ 0

(dependent on Bs
max and the initial position si(t0)) such that ‖si(t)‖ ≤ Bs

max+ε0, t ≥ T , i = 1, . . . , M,
where ε0 is an arbitrarily small positive constant. Consequently, for any ε > 0, there exists a control
law in Eq. (2) and a time T0 ≥ 0 (depending on ε and initial states si(t0)) such that ‖si(t) − sj(t)‖
≤ ε, t ≥ T0, i, j = 1, , . . . , M. The Definition 1 ensures that the multi-agent system (MAS) achieves
practical consensus. �
Remark 4: From Remark 2, we know that an ideal controller vd

i exists which can asymptotically stabilize
the system dsi(t) = (

ψ(si(t)) + vd
i (t) + ûa

)
dt + hi(si(t)) dWi(t). However, since the nonlinear function

ψ(si) is unknown, the explicit form of vd
i (t) cannot be directly obtained. To address this, a neural

network (NN)-based control approach is adopted to approximate the ideal controller. During system
operation, the state si(t) can be measured via sensors, enabling us to update the NN parameters
online using the designed adaptation laws given in Eqs. (8) and (9). Specifically, the approximation
capability of NNs is utilized to express the unknown controller in a generalized form. Although the
NN parameters at the start are unknown, they may be estimated using the response from the system’s
measured positions. The NN adaptation laws are developed based on a Lyapunov function framework.
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These laws are structured to ensure that the estimation error remains constant and decreases at event-
triggering instants.

Remark 5: The condition ψ(P, 
) ⊂ M(H) in Theorem 1 may be verified by representing it as a linear
matrix inequality format [43], which is identical to the condition

(L ⊗ H)i(IN ⊗ P



)−1(L ⊗ H)T
i ≤ 1, (39)

where (·)i shows the i-th row of the matrix.

Remark 6: The Eq. (17) to determine the next triggering moment, it just requires considering its
position and the nearby states of the most [44] recent triggering moment. As mentioned, the commu-
nication load can be significantly decreased. Theorem 1 postulates the presence of a positive, nonzero
lower bound in inert-event time.

Theorem 2: Consider the nonlinear MAS described by Eq. (1), with control inputs given by Eqs. (2) and
(7). Suppose that Assumptions 1–4 hold, and the neural network (NN) weights are modified according
to Eqs. (8) and (9), even when the event-triggered condition in Eq. (17) is violated. Then, the inter-event
time for the k-th triggering instant of agent i, defined as δτ i

k = τ i
k+1 −τ i

k, is guaranteed to be lower bounded
by a strictly positive constant for all k = 0, 1, . . . , and i = 1, 2, . . .

Proof: The Eq. (14), we can get the following inequality:

‖ṡi‖ ≤ ‖A‖‖si‖ + γ 1
i,k, τ i

k ≤ t < τ i
k+1, (40)

where

γ 1
i,k = ‖M̃vi‖qv,max + εv,max + 2‖M̂vi‖qv,max + Ki

k‖ei‖
is a function that remains constant over intervals.

Now, consider the error in estimation s̃i. Its derivative satisfies:

‖˙̃si‖ = ‖ṡi − ˙̌si‖ = ‖ṡi‖ ≤ ‖A‖‖si‖ + γ 1
i,k, τ i

k ≤ t < τ i
k+1. (41)

According to the comparison lemma, the solution of (41) subject to the initial condition s̃i(τ
i
k) = 0

is upper bounded by

‖s̃i‖ ≤
∫ t

τ
i+
k

e‖A‖(t−s)γ 1
i,kds = γ 1

i,k

‖A‖
(

e‖A‖(t−τ i
k) − 1

)
, τ i

k ≤ t < τ i
k+1. (42)

Furthermore, the inter-event time δτ i
k = τ i

k+1 −τ i
k corresponds to the time required for ‖s̃i‖ to grow

from 0 to a predefined threshold:

min
k

(
1

Lqv‖M̂vi‖
(

qmin


4‖P‖‖si‖ − Ki
kDmax‖ei‖ + ς

‖P‖
))

> 0

Substituting into the upper bound yields:

δτ i
k ≥ 1

‖A‖ ln

⎛
⎝1 +

‖A‖ mink

(
1

Lqv‖Ŵvi‖

(
qmin


4‖P‖ ‖si‖ − Ki
kDmax‖ei‖ + ς

‖P‖

))
γ 1

i,k

⎞
⎠
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δτ k
i >

1
‖A‖ ln

⎛
⎝1 +

‖A‖ mink

(
ς

Lqv‖M̂vi‖‖P‖

)
γ 1

i,k

⎞
⎠ (43)

Finally, as established in the proof of Theorem 1, both M̂vi and ei are bounded. Therefore, δτ i
k is

guaranteed to be greater than a strictly positive constant. �

4 Numerical Simulations

This section provides two numerical examples to illustrate how well the planned algorithm
performs. The examples will demonstrate how well both Theorems 1 and 2 work.

Example 1: The nonlinear MAS considered in this simulation operates over a directed communication
topology depicted in Fig. 1, consisting of 5 agents labeled 1 to 5. The Laplacian matrix associated with
this topology is:

L =

⎡
⎢⎢⎢⎢⎣

1 −1 0 0 0
0 2 −1 0 −1
0 0 1 −1 0
0 0 0 1 −1

−1 −1 0 0 1

⎤
⎥⎥⎥⎥⎦ .

Figure 1: Communication topology

Each agent’s dynamics are described by:[
dsi1(t)
dsi2(t)

]
=
([ si2(t)

s3
i1(t) − si2(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t) (44)
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where ui(t) = [
ui1, ui2

]
The starting position of the five agents is given by:

s1 = [5 − 11]T , s2 = [13 − 12]T , s3 = [11 − 13]T , s4 = [8 − 10]T , s5 = [7 − 8]T .

The system matrix after feedback linearization is:

B =
[

0 1
−3 −4

]
, Q = diag{0.1, 0.1}.

From Theorem 1, the matrix P is derived as:

P =
[

60 1
1 60

]
, qmin = 0.1.

We select design parameters as Γ = 0.2, ς = 0.09, β = 105, and H = diag{0.006, 0.004}. The
disturbance matrices are:

D1 =
[

0.1 0
0 0.1

]
, D2 =

[
0.5 0
0 0

]
, D3 =

[
0.5 0
0 0.5

]
, D4 =

[
0 0
0 0.2

]
,

with Dmax = 1. The control gain Ki
k is computed via Eq. (17). The practical consensus bound is chosen as

Bs
max = 0.1.

Each neural network has an Eq. (14) hidden layer neurons, with an input layer weight matrix Hv ∈
R

2×15, the elements are started from 0.5. The q(si) is used in tanh(HT
v ŝi(t)), which has a Lipschitz constant

Lqv = ‖Hv‖ < 2.74. The neural network parameters are set as αv = 0.002, c = 1.5, κ = 0.002, and
L = I .5. Initial weights of the Neural networks are M̂vi(0) = 0.005. A sampling time of 0.006 s is used.
The gain Ki

k is selected randomly in the interval (0, 1), scaled by the term

qminβ‖si‖
4Dmax‖P‖‖ei‖ .

The topology of directed communication between the five agents is shown in Fig. 1. The directed
edges show the information flow between each node, which stands for an agent. While Agent 2 speaks with
Agent 3, Agent 1 provides information to Agents 2 and 5. In a similar manner, Agent 5 sends information
to Agents 3 and 4, and Agent 4 then forwards that information to Agent 3. Under the suggested control
scheme, this structure makes sure that the network is connected and that information can spread among
all agents, which makes reaching consensus easier.

The evolution of the agents’ first-state components is illustrated in the top plot in Fig. 2, where s1(t)
is shown along the x- and y-axes. Each agent begins from a distinct initial position and exhibits brief
oscillatory behavior before converging to a common consensus trajectory. The states gradually decay
toward zero, indicating consistent and well-coordinated behavior under the proposed control law. The
corresponding control inputs u1(t) in the x- and y-directions are presented in the bottom plot. Initially,
the control effort increases to compensate for the state deviations, followed by a smooth reduction as
the agents achieve coordination. Both control components remain bounded and eventually settle within a
small neighborhood around zero once consensus is reached. These results confirm that the agents’ motion
is effectively regulated and verify the stability of the designed control strategy.
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Figure 2: Agent state and Control input

Fig. 3 illustrates the evolution of the neural network (NN) weight norms together with the corre-
sponding agent state trajectories. The upper subplot shows the NN weight–norm convergence surface for
all agents, where the vertical axis represents the magnitude ‖Mi(t)‖ and the surface demonstrates that all
weight estimates decay smoothly over time, indicating successful adaptation and parameter convergence.
The lower subplot depicts the state trajectories xi(t) and yi(t) for all agents. Despite initial differences and
transient oscillations, the states of all agents converge asymptotically toward the desired equilibrium. The
combination of the two plots highlights that the adaptive control law not only stabilizes the multi-agent
system but also ensures bounded and convergent NN weight estimates.

Example 2: For a class of heterogeneous multi-agent systems (MAS) fulfilling Assumption 2. Suppose
that a MAS consisting of the given five subsystems with different nonlinear dynamics:[

ds11(t)
ds12(t)

]
=
([

s12(t)
s3

11(t) − s12(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t)

[
ds21(t)
ds22(t)

]
=
([

s22(t)
s3

21(t) − s22(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t)

[
ds31(t)
ds32(t)

]
=
([

s32(t)
s3

31(t) − s32(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t)

[
ds41(t)
ds42(t)

]
=
([

s42(t)
s3

41(t) − s42(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t)

[
ds51(t)
ds52(t)

]
=
([

s52(t)
s3

51(t) − s52(t)

]
+ ui(t) + ua

i (t)
)

dt + hi

(
si(t)

)
dWi(t)

(45)
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Figure 3: Weight norm convergence

The control input and weight convergence surfaces in Fig. 4 together provide strong evidence of
the closed-loop system’s stability. In the control input surface, the transient oscillations observed at the
beginning gradually diminish as time progresses, and the control efforts converge toward small steady-state
values. This reduction in control magnitude indicates that the tracking errors are effectively driven to zero,
and the system no longer requires significant corrective action—a key property of asymptotic stability.
Complementing this, the weight convergence surface shows that the adaptive neural network weights
evolve smoothly and remain bounded throughout the operation. After an initial period of adaptation,
the weight norms settle into a steady trend without exhibiting divergence or instability. This bounded
and convergent weight behavior confirms that the adaptive learning mechanism does not destabilize the
system. Together, these two surfaces demonstrate that the proposed controller ensures stable closed-loop
performance, guaranteeing that both the agent states and adaptive parameters converge in a well-behaved
and stable manner.

Fig. 5 illustrates the comparison of agent state trajectories obtained using the baseline consensus
method and the proposed control strategy. The dashed curves represent the baseline approach, while the
solid curves correspond to the proposed method. It can be observed that, although both methods eventually
achieve consensus, the proposed approach exhibits a significantly faster convergence rate. Specifically, the
agent states under the proposed controller rapidly converge to a common equilibrium value with reduced
oscillations, whereas the baseline method shows slower convergence and larger transient deviations. These
results clearly demonstrate the superior convergence performance of the proposed method, highlighting
its effectiveness in improving consensus speed while maintaining system stability.
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Figure 4: Control input and Weight convergence

Figure 5: State trajectories comparison
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5 Conclusion

In this work, an adaptive self-triggered consensus control based on neural networks was pro-
posed for nonlinear multi-agent systems that are concerned with cyber-physical attacks, stochastic
disturbances, and sensor saturation. In addition to avoiding Zeno behavior and ensuring practical
consensus, the scheme minimizes communication overhead and remains resilient to adversarial attacks
and uncertainties. It is a safe, effective, and scalable solution for actual networked control applications,
as demonstrated by simulation results on both homogeneous and heterogeneous systems. All things
considered, the framework provides networked multi-agent systems functioning in unpredictable and
hostile environments with a scalable, secure, and energy-efficient consensus solution.
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