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ABSTRACT

Unprecedented advances of Information Communication Technologies (ICT) and their involvement in
most of private and public activities are revolutionizing daily life and our relationship to our environ-
ments. If, on the one hand, the new developments promise to make people’s lives more comfortable or
more secure, on the other hand, they raise complex social and legal issues in terms of fundamental rights
and freedoms. The objective of this paper is to envisage some of the main legal challenges posed by the
new Ambient Intelligence technologies (Aml), in particular for the fundamental rights of privacy and
data protection, while trying to sketch some possible solutions. After analyzing the possible applications
of Aml technologies and the evolution of the concept of privacy, the chapter considers the adequacy
of the current legal regulation models to respond to these new challenges. Attention will be paid to the
possible use of these new technologies for security purposes, and therefore to the issue of balancing
opposed interests and rights according to the principles appropriate for a democratic society.

INTRODUCTION

It is possible to specify the main questions
into the following sub-questions: a) are there any

The central question(s) of this study could be for-
mulated as follows: which (new?) privacy issues
have been raised by the recent developments of
intelligent computing, especially by those used
for security purposes? And, therefore, which
safeguards can be drawn?
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conceptual and juridical changes with regard to the
right(s) of privacy related to the ICT developments
ofthelastdecades?b) Is the current legislation ap-
propriate for covering the new challenges of Aml
and which are, possibly, the main enforceability
issues? c) Whatkind of solutions can be suggested
(legal — new/old — technical measures, both)? d)
What is the European policy on this issue (and,
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in particular, is the adoption of the Lisbon Treaty
going to introduce relevant changes)?

Finally, a general question could be posed
on the role of the law in a ‘democratic society,’
as it is facing the new technologies threatening
for fundamental rights (for instance, should the
law protect the individual against such threats or
ignore them)?

If, on the one hand, the new developments
promise to make people’s lives more comfortable
or more secure (Cook et al., 2009), on the other
hand, complex issues arise in terms of fundamen-
tal rights and freedoms - among which, the right
to privacy- traditionally protected, although in
different ways, by the Constitutions of the EU
Member States (Leenes etal., 2008). In this sense,
privacy could also be seen as an example of those
fundamental rights that are challenged by new
technologies, “the process of which is faster and
more difficult to regulate compared to traditional
technologies” (Boisson de Chazournes et al.,
2009). In particular, serious concerns for privacy
(andrelated rights) of the individuals seem to arise
from the increasing diffusion of devices allowing
the ‘mobility’ and also the remote identification
and control of items, persons and interests, due
to their stronger capability to invade into the pri-
vate sphere and their general ‘reluctance’ to be
subjected to legal restraints (Dix, 2005).

It might be helpful to start this paper with a
briefoverview of the recent developments in Aml
technologies in order to identify, besides the op-
portunities they promise, the threats they pose to
privacy and data protection right(s), after having
briefly considered the doctrinal evolution of the
legal concept of privacy and having analyzed the
related legal sources.

It will be useful, for this purpose, to consider,
on the one hand, i) the ‘adequacy’ of the legal
principles and requirements, acknowledged by
the European Data Protection Regulation, to
ensure legal safeguards for individuals (enforce-
able in Courts) and, on the other hand, ii) their
practical applicability: a basic requirement of the
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Data Protection, such as the consent, is difficult
or even impossible to be put in practice in Aml
environments, where sophisticated technologies
operate often without the subject’s intervention.

Since the main legal concerns about privacy
and data protection arise from the use of new
technologies for purposes that may conflict with
those of privacy (for example, in order to protect
free speech, marketing or security aims), it is
worth considering the legitimacy and the neces-
sity of this kind of measures, as well as their
proportionality according to the current legal
framework (particularly, human rights law and
EU data protection law) and their jurisprudential
interpretation.

Inexploring the main current European regula-
tion, a short account of the legal grounds granted
to privacy protection by the Lisbon Treaty will
be given (e.g., the binding value of the Charter
of Fundamental Rights of Nice). Finally, the
paper wishes to contribute to the debate on the
opportunity to achieve a legislative reform in the
field and, possibly, on the criteria to be adopted
for balancing privacy and other ‘opposed’ rights
(e.g., security).

1. THE AMBIENT INTELLIGENT (AMI)
ENVIRONMENT. OPPORTUNITIES
AND LEGAL ISSUES

1.1. The Aml Applications

When the computer revolution started some
decades ago, probably nobody could expect that
the capabilities and intelligence, only imagined
in science fiction films, would become a reality.
Technologies, which were used until now in a pas-
sive way, are becoming active and personalized
in order to respond to individual needs or desires:
we are going towards a world where people are
surrounded by easy-to-use interfaces embedded
in everyday objects, capable of responding to
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